JIponu: ak ne cmamu “zpouwiogum myaom’” 011 maxpaie

Y CBiTi, Ae OiNbLIICTb MOXIMBOCTEN 30CEPEMKEHI B Mepexi, OHManH-Npono3nuil
MOXYTb OyTW CnpaBXHIM NOPATYHKOM, OCOBNMBO AN MOMoAi, sika Wykae cnocid
3apobutun. [poTe, came TyT NPUXOBYKOTbCSA HebeaneyHi nactku, GKi MOXYTb
00EepHYTHCA HE TifNbKM BTPATOK rPOLLUEN, a N CEPUO3HUMM NPoBnemMamm i3 3aKOHOM.
CborogHi M1 NOroBOpMMO Npo Tak 3BaHMX “aponiB” abo “rpowoBux mynis”, i Npo
Te, SIK HEe NoTpanuTu B IXHI TEHETA.

JIerki rpouii oHJIalH MOXKYTb 00€PHYTHCH TIOPMOIO:
XTO TAaKi APONH i IK HE NOTPANUTH B ACTKY?

YaBiTb cobi cnTyauito: BaM nuLLe He3HanoMeLb Yy colianbHin mepexi abo HagxoanTb
NINCT Ha eNeKTPOHHY nowTy. BiH NponoHye NpocTy BigaaneHy poboTy, ska, 34aeTbCA,
idjeanbHO nigXxoauTb ONA CTydeHTa 4u cTapwoknacHuka. Bce, wo Big Bac
BMMaraeTbCs, LUe NpurMmaTh KOWTU Ha CBOK BaHKIBCbKY KapTKy Ta nepecunaTu ix
aani. O6iusatoTe Big 5 000 go 10 000 rpmBeHb Ha MicsiLb, NpaLoBaTh — BCbOrO Kinbka
XBWUIMH Ha AEHb, i, HANrONOBHilLE, AOCBi4 He NOTpibeH. 3By4UnTb 3aMaHMBO, YN HE
Tak?

Hacnpasgi X, ue TmnoBa nactka. Came Tak waxpail BepOytoTb AponiB — Noaen, sKi
aornomaratoTb IM nepekasyBaTu Ta “BigMmBaTn’ BKpageHi rpoLui.

XTO TaKuH Apon?

Opon — ue nognHa, aka 4obposinbHO abo Yepe3 Heobi3HaHICTb NOroAXYyeTbCs, Wo6
T ©aHKiBCbKa KapTa cTana 4aCTUHOM 3M0YNHHOI cxeMn. Yepes 1T paxyHKu NPoOXoasTb
rpowi, 3406yTi WNAXOM LWaxpanctBa, KibepanouvuHiB, TOpriBni HapKOTUKaAMK 4K
nogbmu. lonoBHa MeTa 3Mno4vnHLIB — 3annyTaTu ¢piHaHCOBI cniaun, a oponu — nuwue
3PYYHUN IHCTPYMEHT Y IXHIX pykax. BoHu € Bydepom, gknin Bigainse waxpais Big
Kepena He3akoHHMX KOWTIB, pobnsyM iX Mamxe HeBnoBuMUMM  ONS
NPaBOOXOPOHHMX OpraHiB.

Yomy e HeOe3meYHOo?

[yxe 4yacTto ngu, siki CTaloTb AponamMu, HaBiTb HE YCBIAOMIIIOKTb, WO BOHU CTal0Tb
criByvYacHuKamm 3ro4mHy. BoHu BipATb, LLO Lie Nerkni i HeBUHHWUIA cnocib 3apobiTKy.
MpoTe, 3aKOH He 3BiNbHAE BiA BiANoBiAaNbHOCTI HaBiTb TUX, XTO “He 3HaB’.
HesHaHHA 3akoHy He 3BiNnbHAE Bi4 BignoBiganbHOCTI, | Ue npaBuno npaute
©e340raHHO B LiIbOMY BUNALKY.

Ocb yomy 6yTM gponom — Le Hag3BMYamHO Hebe3neyHo:



o [lpon He XepTBa, a cniBy4YaCHUK. Y o4ax 3aKOHy BW € He noTepninum, a
MNOBHOUHHUM YYaCHUKOM KPUMIiHaNbHOI CXEMWN.

o [HponiB 3atpumyroTb nepwumMmu. OCKiNbKA rpowli NpoxoaaTb vepes Bali
paxyHKu, BM € MNEPLUOK JIaHKOK, SKY MOXYTb BiACTEXUTU MPaABOOXOPOHHI
opraHmw.

o 3a TakKi Ail 3arpoxyroTb wrpadgum, KoHicKkalia manHa i HaBiTb TIHOPeMHe
yB’A3HeHHsA. KpumiHanbHWIM kKogeke YkpaiHu nepeabavae cyBope nokapaHHs
3a BiAMMBaAHHSA rpoLUen, OTPUMaAHUX 3MOYMHHMM WNAXoM. Bawe manbyTtHe
MoXe OyTn 3pynHOBaHe 3apagn Mi3epHOro 3apobiTKy, SKMA MPOMOHYTb
Laxpai.

Koro Hanyacrime BepoyoTh?

Laxpal ManCTeEpHO KOPUCTYIOTbCS BPAa3NUBICTIO NOAEN | rpawTb Ha IXHIX
oiHaHcoBMX noTpebax. Y rpyni pu3uKy OMUHAKTBLCA Ti, XTO HaWbinblie nparHe
A04aTKOBOro 3apobiTky abo 3HaxoaMTbCHA Yy CKPYTHOMY CTaHOBMULL:

« Monoab, cTyaeHTHU Ta y4Hi. BoHM yacTto wykatoTb cnocobu nigsapobutn, He
Maroum CTabifibHOro JoxXoay, i MOXyTb JIErkO CNOKYCUTUCA Ha “nerki rpoLi”.

o [lepeceneHui. JTtogn, ki onMHUNUCA B HOBUX yMOBaX i NOTPebyoTb LWBUOKNX
KOLWITIB AN obnaluTyBaHHS, MOXYTb CTaTW JIErKOK MiLLIEHHIO.

« Jlrogn 6e3 crabinbHOro pgoxopy, 6e3pobiTHIi Ta couianbHO Bpa3nuBI
rpynu. IxHs notpeba B rpowax pobutb iX OCOBMMBO CXUMBHUMKU [0
PU3MKOBAHUX NPOMO3ULLIN.

LWaxpail rpatoTb Ha notpebi 3apobutn Ta obiusaTb “30M0Ti ropu” — came TOMY LS
cxema HacTinbkn HebeaneyHa i ycniwHa ans Hux.

Ak po3mizHATH AXPANChbKY NMPONO3ULIi0?

Ha wacTs, po3nisHaTu TMNoBi o3Haku BepbyBaHHA Apona He Tak Bxe 1 ckrnagHo. Ocb
Ha L0 BapTO 3BEPHYTM yBary:

o [oTpibHO nUuLe “nepekasyBaTu KOWTKU” — Be3 HiTKMX 0O0B’A3KIB, NOCaA0BUX
IHCTPYKUiN abo KOHKPETHUX 3aBAaHb, OKpPiM (hiHaHCOBUX onepaLii.

« Hemae Bumor go ocBitn abo goceiay. PoboToaaBui, SKi LWyKaTb YECHUX
NpauiBHUKIB, 3aBXOM MatoTb MEBHi BUMOru. BigCyTHICTb X Mae BUKIMKATU
nigospy.

« CninKkyBaHHA nuwle oHNawuH, 6e3 ocobuctoi 3ycTpiyi. LLlaxpal yHukaoTb
Oyab-sKOro 0COBUCTOro KOHTAKTY, W06 YHUKHYTU BUKPUTTS.

o [Mpono3uuis 3By4YnMTb HAATO BUTiAHO, W06 OyTK NnpaBAaoko. AKLLO 06iusoTb
3Ha4Hi rpoLwi 3a MiHiManbHi 3ycunns, ue marmxe 3aBxan odbmaH.

« Bac npocatb Hagicnatu ¢oTo KapTku, nacnopTt abo HaBiTb nNepenaTu
OaHKIiBCbKi pekBi3auTW. Hikonn He HagaBanTe Taky KOHMIgEHUINHY
iHpopmauito HesHanomusMm. Lle moxe OyTu BUKOPUCTAHO He TiNbkKn Ans
LaxpancTea, a n Ons Kpagikky BalmnxX NepcoHanbHUX JaHUX.


https://zakon.rada.gov.ua/go/2341-14

“PoboTogaBeub” nuwe 3 MNOWTOBUX agpec 3BMYAMHUX MNOLUTOBMUX
onepartopiB (Hanpuknag, Gmail, Ukr.net), a He 3 nowTn odilinHOT KoMNaHil
(Hanpuknag, *@company.com.ua).

Ocobnneo byabTe obepexHi 3 Tak 3BaHMMKM “iHO3eMHUMM KOMMNaHIAMK”, siKi He
MatTb OILIMHOIro NpeacTaBHUUTBA B YKpalHi. [lepeBipuTH IXHIO NneranbHIiCTb
3HA4YHO CKNnagHiwe, i came 4Yepes HUX Han4vacTile NPoxXoaaTh Waxpauckki onepadii.

IIlo poOuTH, AKIIO BH BiKE MOTPANMJIUA B MACTKY?

Akwo BM BXe norogmnuca abo nigo3proeTe, WO cTanu AponoM, He 3BosiKauTe:

1.

2.

3.

HeranHo npunuHiTb cniBnpauto. Bnokymnte BCi KOHTaKTM 3 LaxpasMu i
OifibLe HIKONMN HEe BUKOHYWTE IXHi BKa3iBKWN.

NMosinpomTe B Kibepnoniuito. Lle MOXHa 3pobUTM OHMarH, 3anuLIMBLLU
3BEPHEHHS Ha oiuinHoMy caunTi: https://cyberpolice.gov.ua. Yum weualle su
nosigomMuTe, TUM Oinblle LWaHCIB Ha po3CrigyBaHHSA | BUKPUTTS 3S1I0MMHHOI
cXemu.

3B’AXITbCA 3 6aHKOM, KapTKy SIKOro BU BUKOpuUcToBYyBanu. [losigomTe im
nNpo nigo3pini onepaduii, Wob BOHWM Mornu 3abnokyBaTtn paxyHoK i 3anobirtu
noganbLlLlOMy BUKOPUCTAHHIO BALLOl KAPTKM B 3MOYMHHUX cxeMax. baHk moxe
HagaT Bam 404aTKOBI pekoMeHaauil Ta 40NOMOIrT! 3aXMCTUTU Balli KOLITW.

K ce0e 3axucTUTH?

3axuctutn cebe Bia 3anyvyeHHs1 4O TaKMX CXEM HECKMaaHo, SIKLLO OyTU NMUNbHUM i
AOTPMMYBaTMCS NPOCTUX NpaBUn:

3aBxau nepeBipsiuTe, XTO BaM NuWe i AKYy KOMMaHil0 npeacrtaBrisie.
UlykanTte iHopmaLlilo Npo KOMMaHilo B IHTEPHETI, MNepeBipaAnTe BiOryku,
ohilinHMMN canT. AKWO KOoMMaHid He Mae odiuinHOro npeacraBHULTBA B
YkpaiHi abo iHgopmauii npo Hel obmarnsb, Le NpuBia AN TPUBOTK.

He noropgxynrtecb “npocto nepecunaTtu rpowi”’ — ue BXe npusig Ans
nigospu. XXogHa neranbHa KOMNaHia He Oyge nnatuTM Bam 3a Taki MpOCTi
diHaHCOBI onepadii, He BUMarato4um pearnbHoi poboTn abo kBanidikadii.
Mam’aTanTe: WBMAKI rpoLi 6e3 3ycunb — Lie Maxe 3aBXAMU LLaXpanucTBo.
CnpaBxHsi poboTa BMMarae 3ycusnb, 3HaHb i 1Yacy.

byabTe nMuJibHi!

HagiTb sKWo BamM gyXe noTpibHi rpoLwi, He NoroaxymTecsa Ha “poboTy”, Ae NOTPiIdHO
BMKOPUCTOBYBATU CBOI BaHKIBCbKi PEKBI3UTU AN1s1 CYMHIBHMX onepauin. Bu pusnkyete
cBoe cBoboaol, penyTauieto Ta MaWbyTHIM  3apagu  KOPOTKOYACHOro i
HeneranbHoro npmnbyTKy. fipon — Lie He NPOoCTOo BUNagKkoBa posib. Lle — KpuMiHanbHa
BianoBiganbHICTb.


https://cyberpolice.gov.ua/

BepexiTb cebe Ta cBoi AaHi! He no3BonanTe WaxpassMm BUKOPUCTOBYBaTU Bac
y CBOiX OpyaHux cnpaBax. lNamMm’aTanTe, Wo Balwa 6e3neka i 3aKOHHICTb — Le
HanBaXxnueiwi peyi. AKWo y BaC BUHUKHYTb CYMHiIBM WOA0 OyAb-sIKOI OHMauH-
npono3ulii, Kpawe 3anBuMKn pa3 nepeBipuTn iHpopmaudito abo 3BepHyTUCA 3a
nopagor Ao aopocnux 4m daxiBuii.



